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Figure 4. Vendors' Product Scores for Web Application Security Testing Use Case

Product or Service Scores for Web Application Security Testing
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Dashboard

Active vulns Active: 46

I Predctstle fescurce Locations: 18

Active scans

Status Centig

Recently completed scans

status Centig Date
Gompietea aatastore-amk finisned: 4/8/2014 3:5016 AM
Completed datastore-dmk finished. /212014 £02.06 PM
Stopped wow-dm finished: 412/2014 55058 PM
Compieted aatastore-amk finisned: 302014 4:22 57 PM
Completed datastore-dmk finished. 33012014 4:18.58 PM

Recent discovered vulns
URL

hitp-inew webscanlest com/datastoreisearch_by_id php
DI WEDSCANIES! COMALASIONeISearcn_by_name php
hifoiAnew webscantest com/datastoreisearch_doutia_by_name php
hitp-iww webscanlest com/datastoreigetmage_by_id php

i/ WEDSCANTEST COMAAIASIONE/Qtmags: by_name pp

Target

Target
Wi WeEDSCantes! com
winw webscantest com
winw webscantest com
W WeDScantest com

ww webscantest com

Type

SQL Infection
SQL ingecion
SOL injection
SOL Infection

SOL Injection

Actions
Actions
Procsssinglog | St
Processinglog | Siaus
Processinglog | Sialus.
Procsssinglog | St
Processinglog | Siaus
Severity  Lastdiscovered
4-High 302014 41452 P
a-+ign 33072014 41452 PM
4-tigh 33012014 4:14:52 PM
4.gh 302014 41452 P
a-+ign 33072014 41452 PM

Total discovered: 48
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Report
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Ware etails

Ware cetails
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1. Universal Translator 2| M2& & =

* REST
+ JSON
«  AJAX
+  HTML4
«  HTML5

2. Universal Translator 2| A &< -

* Living in the DOM

*  True Sequence Support

*  XSRF Token Tracking
¢ XML-RPC

+  Silverlight

+  Google WebToolkit

*  Flash Remoting (AMF)

%9l Universal Translator
2 A4 @ AEEAHOIM, & MHA O2|2

=

Crawler
Parse HTML & Javascript
Find new links, and

Recorded

Mobile & Web services
JSON, REST, AMF, SOAP

Universal
Translator

Parses many formats
intoa common
description

“pRes
7,cOWN
R, XS p Ik 0

- http.cookie[0].session,
98734njfaius282

~ filters[0].item, Shirt

~ filters[1].color, Elue

AttacEer

Modify URO with attack
payloads

Attack Requests sent

color=Blue”
onmouseover="alert(123)

Responses analyzed for
vulnerability discovery




{"products":[{"shirt":{"text":“NT0","colors":["blue","red","yellow","
":["small", "medium","large","xlarge"], "price":"19.99"}}

green"],"sizes":
,{"hat": {"text":“NT0","colors":["bTack","red"],"sizes":["kids","adult

"1,"price":"24.99"}3}1}

JIEF 27Tt 22 HE = sS40t I H

{"products":[{"shirt":{"text":“NT0","colors":["bTue","red","yellow",
"green"],"sizes":["small","medium","Targe","xlarge"],"price":"19.99"
33, {"hat": {"text":“NTO", "co1ors"'["b1ack" "red"],"sizes":["kids","ad

u1%"],"pr1ce":"24.99"}}]' OR 1=1}

RESTful AMH|A - HY 2

ot ER WAS AT

{"products":[{"shirt":{"text":“NT0","colors":["bTue","red","yellow",
"green"],"sizes":["small","medium","large","xlarge"], "pr1ce" "19.99"

33, {"hat": {"text":“NTO", "co1ors"'["b1ack" "red"],"sizes":["kids","ad
ult"],"price":"24.99"31311}

AppSpider 7} ot =2 HE T ZH5= 1 H
{"products"'[{"shirt OR 1=‘1":{"text":“NTO","colors":["blue","red",

"yellow","green"],"sizes\:["small","medium","large", "xlarge"], "price
":"19.99"}} {"hat":{"text “NTO","co]ors":["b1ack","red"],"sizes":["

kids","adult"],"price":"24.N\8'}}1}

{"products"'[{"shirt"'{"text"'“NTO" "colors":["blue","red’” OR 1=°1",
"yellow","green"],"sizes":["small","medium","large", "xlarge"],"price
":1119.99"}}, {"hat": {"text": “NTO", "colors": ["black","red"], "sizes": ["

kids","adult"],"price":"24.99"}}1}
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X‘" -|0|-01| |=|74|0" 1 I‘ i | <tr><td>First Name: {/td><td><input name="vari" /><{/td><{/tr>
<tr><{td>Last NHame: <{/td><{td><input name="varz2" />{/td><{/tr>
<tr><{td*Address: <{/td><td><{input name="wvarid" /><{/td><{/tr>
<tr><{td>State: {/td><{td>{input name="vary" size="2" />{/td>{/tr>
1 7(°-Ij|_'§- _’Isl QHS‘ II_|I:I_|- OEI-_W_E|§ &llg. (;::;;:;:d)ﬁp: < td><td><input name="var5" size="5" /><{/td><{/tr>
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- 'I'lkaI:-l| KJEI-% '?'lg _;F_7|- ?:-Ilg %"]_El% &!%( ex- Blind State: I State: daa Please provide a valid State
SQL injection ) Zip: I Z1p Iaaaa Please provide a valid Zip code
- HAA =0 Us XSS Bl HE( XSS Reflection )
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A
Last Name: 69 name—"rara" /f(irst)?[\s]?name/i John
. 2T\ <1 .
Address- @ Iname="'-.far3“ /m(iddle)?[\s]?name/i Paul
/l@st)?[\s]?name/i Smith
State: @ F"Val"' )
/address(1)?/i 123 Park
Zip: @ F="\.far5" PI
/st(ate)?/i CA
/zip(-)?(code)?/i 90210
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Accuracy: BlindSQL Example

Other scanners are too quick to claim they found a vulnerability

Request #1: product.asp?id=5 ——————— SELECT* from tProducts WHERE prodid—5

Request #2: product.asp?id=6 —————— SELECT * from tProducts WHERE prodid—6

Is #2 different from#17? If sc continue.

Request #3: product.asp?id=mod(11,6)

Request #4: product.asp?id=mod(13,7)

Does#3 match #1 response? "= SELECT* from tProducts WHERE prodid—mod(11,6)

If so other tools claim they found a Vulnerability

When #1 and #3 both simply resulted in a “ProeductNot Found” page?
We go further...

SELECT * from tProducts WHERE prodid=mod(13,7)

Does #4 match #2 response? If so: Confirmed Vulnerability

+ Accuracy: BlindSQL Example

+ Other scanners are too quick to claim they found a vulnerability

#*C

Request #1: product.asp?id=5 ———————> SELECT * from tProducts WHERE prodid—"5"
Request #2: product.asp?id=6 ————> SELECT * from tProducts WHERE prodid="6"
= Is#2differentfrom#17 If so continue.

Request #3: product.asp?id=mod(11,6)

Request #4: product.asp?id=mod(13,7) -7

Does #3 match 1 TESPDI‘ISE? = SELECT * from tProducts WHERE prodid="mod(1 1,6)"

If so other tools claim they found a Vulnerability

When #1 and #3 both simply resulted in a “Product Not Found” page?
We go further...

SELECT * from tProducts WHERE prodid="mod(1 3,7)"

Does #4 match #1 & #3 response? Ifso: False Positive avoided
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(/. Authentication
_/'\_doé)H'(')'I-_Tl_ ﬁ?_% _?_lg k”ﬁ% %&12; .IQI_Xl'(')'I-E %_"-3' Set the authentication settings for the scan,
|| Site requires Form authentication .
User Name: admin
Chet EALOIE 215 TEHE X J3t7| I8t & 107HK] 21F Password:
M Confirm Password: eene
=2 o
o o 550: Advanced 550 settings
CHEHAl 215 EHAIE 718 MY A5 27 =
CLOFSE QU|A EZ O]Z=0| 4O AZNSH [ A5 O|= AKX Meae Auhentcaton o
o = o =
|'o|_ Eglo [ |_o—| oT —1L-= H TO o 2o A e (e At e it}
HMAC( 6HA|7|I:II_+ |I|-||A|X| OI_I% ac ) 5<| OAUTH H—_—‘?f—ﬂl‘ 7EI-% 'E! Macro Records File: C:iUsersWimoon Documents i AppSpider fMacrologin-wel -+ Record || Test
o WARMING - please only record the login, do not record & logout or any other links in the login macro
A-IHlﬁ Ali%! E%% '?'lon_l- Ol_lg tél-A—! x‘"% W] Display Macro Replay
SSLAIZA 7|4 2391 95 X9 T =
Scan Bootstrap i ]
Selenium Script Authentication (i ]
70 Y EOH 202 WS SXBES AHEOE HM B e — 0
A BH Session Hijacking (relogin not supported) [i ]
To
HMAC [i]
OAUTH (i ]
Advanced Settings [i ]
‘b Save &Run | ‘ save | ‘ < Back || Next = ‘ | Cancel |
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Scan Parameters

Performance

«

Number of concurent requests:

Minimum delay between requests (msec):

[ U '

Maximum network speed (KB/s):

AU E

T T T T A A
16

53

500 3

=
80 %
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Baporte: (Sabctfmgar
Summary b

- MM ME 2ZEE HTML HEZ2 SZHo = Zolgt 5
Q= Live Report HE{Z H&
- CiYoh A 21 crojota &

- oy

rot

=M 22 HE20[A 7|8 2| ZE Xts 4 d

o
ol getimage_by_idphp L
- getimage_by_name php =Y
O:I % search,_got_by_id php e
search_geLby_namaphp ()
)
L

AcbOTTlled17ecO6ScEad6000e

search_double_by_name php

- JHE R EHE MM 280 2AHE MAISHD 2|ZE g :
search_single_by_namephp ()
SIOIO) A AFRAIZL KT ZHEAEES TAIE & 2 UL @
search_by_statement_index php (£ -
S

~~mGa344f17bbe0ee 196 784a
wB7510e855875474af 1409e4
-Mbe 188562d280987407¢6¢

"wb3ddea885d58cBe 563 1c4i
“mbc40164005a00885b¢ 0119«
wc33ch3Bece 1477969258676
"wcdd15768900b67Mb8I5114050
. mcd918830674€9130b01 12878

wCVS
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5. hetd s¢f 2|Z2E - Z4HQ HojH HZ& ¢l 2AE 2ElZE

SHUE

-0

o 7|gto| 2| EEE AIBKIL 2L BA BH 2B
HESID AA|ZIOE 2 KIS HAEE St & 9= =X O|
QIEHO|AE A&

Original Value Auack Value
John =<scnpt-alen(13491364)
<Isenpt>

2 OlO
T Mg
Attack Request
POST Icrosstraining/aboutyou2.php HTTP/1.1 =l
Accept: texthtmi i +) :q=0.9,7.9=0.8
Accepl-Charset. * | —

User-Agent: Mozilla/5.0 (compatidle; MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)
Host www.webscantest com

Content-Length: 112

Referer: http/iwww.) COMiCH php

]

D[]

12.php&in; 053 ipt%: %2Fx5c3b72x%2F)%3C%2F script¥%3E&nick=John&Iiname=John&submit=submit

RawView | |[nttp |~ [Proxy| [Edit Cookie| |ResetRequest| | send Request

Attack Response

HTTP/1.1 200 OK

Date: Thu, 29 May 2014 16:09:31 GMT
Server: Apache/2.2.22 (Debian)
X-Powered-By: PHP/5.4 4-14+deb7ud
Expires: Thu, 19 Nov 1981 08:52:00 GMT

»

(]

To a1

<td bgcolor="#FFFFFF™ sle="padding.15px vertical-aligntop™
<table cellspacing="0" cellpadding="0" border="4" align="center" width="80%"> ‘M_r]
Welcome <scriptalert{x5c3b72x)</script "John" John <br/> Original Traffic

Attack Traffic  +]
<brf><br/><a href="aboutyou2 php™>Back</a>

«tr style="height 20%; vertical-align:top™
«id align="center"><font color="grey" size="-2">T
he form based credentials are testusentestpass, and the HTTP Basic credentials are blestusen/blestpass.<font>
<A

Validate

Highlight Vulnerability H Show response in a Browser H Help ‘

L N

-14-



2 g M2 Mol 91T 7| Ql OAuth,
sff ¢ OA[X| @1F 7[" 2l HMAC,
023 8 AOlEE A8 Fol AT A2
R QoM Lurs ol g M ot

0
Hu| 20 CHSIM E I TIErS 43

AU E

Pages [ A4 Authentication

Main Set the authentication settings for the scan.
Attack policy | OV LI I L SURLI S
Proxy ~ HMAC
Authentication W/ HMAC enabled

Username:
Crawler Restrictions

Secret Key:
Attack Restrictions

Hash Algorithm: CALG_SHA_256 v
HTTP Headers

HMAC Generator DLL: HMACHeaderGenerator.di
Performance
Reporting OAUTH

L

Web Service | 0Auth enabled
Recorded Traffic

Browser Macro
Selenium Recardings
Parameters Training

Custom URLs

Advanced options

Resource Server URL:

Authorization Server URL: | fauthorize

Redirect URI:

Client Scope: Client Secret:

Client Id: Client State:

Username: Password:

Grant Type: v |

Advanced Settings
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HI=L A M2|ag S 86t 3 o E2AH oM FustA
ZIck
- HALA ME| HAEE HISHK| Y o4 offE 2
CHAE ol E2|AH0|M HO|X|9 FAH ofEE TlTHat &
olo
HA O
- Recoded Traffic 7| S22 H| =LA 2| IHY ctAg=z

e FHads Mo TE

S2[#A0[Hd 2| o3

- ojZa|AH0|N YAZRS Ak

#1 #2 #3 #4 #5 #6 #7
Add item [> View Cart [> Checkout E> Shipping [> Billing E> Confirm [> Receipt
to cart info info order

Attack Vuln

‘Last Detecte

name’

#6 #7
Add |tem Ii) V|ewCart Ii) Checkout Ii) Shlpplng Ii) B|II|ng Ii) Confirm Ii) Receipt
to cart info info order
&
@ Error

mysql_error: You have an error in your SQL
syntax; near 'Smith" at line 10
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- HAL A M| BHAER H2oHK| Ee old ol g 4
THAE ofZ2|AH oM HofX|e| FHotY ol fE TEHY +

Ho
HA' T

- Recoded Traffic 7|5 Q2 H|=L|A 2| ItY cHA g2

HME FAHS SMSHA TE

ot O{=2|AH0]d 2] of3f -

ol=22/A 0l HAE=2

Attack
‘Last
name’

#1 #2 #6 #7
[ Add item ] D [View Cart] D [ Checkout Shlppmg B|II|ng |nfo D [ Confirm ] D [ Receipt ]

to cart

order

;.\

Error
mysql_error: You have an error in your
SQL syntax; near 'Smith" at line 10

Attack Vuln
‘Last Detecte
name’ d

to cart

order

#1 #2 #6 #7
[ Add item ] D [View Cart] D [ Checkout Shlpplng Bllllng |nfo D [ Confirm ] D [ Receipt ]

Error
mysql_error: You have an error in your
SQL syntax; near 'Smith" at line 10

-17-
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HHHC ALEAL Fol 84 ZER HAE Jts

builders € H&

24 |8 XM ElAE St 952 KBS0 ALRA}
XY 274 REO|L} 0| 2EE AASO HAE

ZtE Parameter & 7t A =8 = U= W

) ider Pro 64.192.1 - ication Vi ility Scanner =
Application  Configuration Tools Options Help Themes
[ Main | Scan Status - webscantest | Scan Config - webscantest | RequestBuider X | <

& Clear € Send | Host: hitps/fiww.webscantest.com/datastore getmage by _d.php

Port: 80

Request

GET /datastore/getimage_by_id.php?id=2' HTTP/1.1
S el il

Accept: text/html
Accept-Charset: *|
Accept-Encoding: gzip, d

User-Agent: Mozilla/s.0 (:umvanb!e, MSIE 9.0; Windows NT 6.1; WOW64; Trident/5.0)

Host: www.webscantest.com
Referer: http://

r Vulnerability:
sponse Source | Response HTML

“\ Find | Compression: /None -

1_get_by_id4.php?id=2
st_search=1%283; SESSIONID_VULN_SITE=uda:

.9,%/*q=08

Variance

Attack Type:  SQL Injection Attack Desaription:  Single Quote (nother) [J 1gnore

Original Value: | 1

Attack Value: 1

Parameter: id

You have an error in your SQL syntax

Encodi

HTTP/1.1 404 Not Found
Connection: close
Content-Length: 314
Content-Type: text/html; tharset-lsa—aass 1
Date: Fri, 24 Jul 2015 05:43:11

Set-Cookie: NB_SRVID= srmnma path /
Server: Apache/2.4.7 (Ubuntu)

<IDOCTYPE HTML PUBLIC *-//IETF//DTD HTML 2.0//EN">
<htmi><head>

<title>404 Not Found</title>

</head><body>

<h1>Not Found</h1>

User Notes:

[ original Traffic | Attack Traffic #1 | Original Traffic vs Attack Traffic #1 X

o dd New

|ongma\ Traffic ~ | |attack Traffic #1

A <tr>

<td bgcolor ="#FFFFFF"
Istyle="padding: 15px; vertical-align:top™>
<table cellspacing="0"

cellpadding ="0" border ="4" align="center" width="80%">

<form method="POST"><input name="d" value=".
="submit” value="search"></fo

<tr

istyle="height: 20%; vertical-align:top™>

<td
lalign="center"><font color ="grey" size="-2">The form based credentials
lare testuser testpass, and the HTTP Basic credentials are

btestuser btestpass. < /font >

<ftr>

<tr <tr

style ="height: 20%; vertical-align:top™> style="height: 10%; vertical-align:top™>

<td
<td align="center"><font color="grey" si v [Blign="center"><a href="/privacy.php”><font color ="#FFFFFF " >Privacy

A
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Ineffective virtual patch
Turn on default WAF rule

Effective custom virtual patch
WAF knowledge + App knowledge

IT
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|Ef A

7

appspider

9| 7|
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E)gl M
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AppSpider/

HCCf

2|H 0| A|F2|E| HHEEHE Larry Suto.

L
=

of

=
=

= FeFEof thet ALK

%

2=3517] 98 L7

o

SHAIALNMZ 4

E

WAF/IPSO| &

=
=

A|2LH

pSE=X
1o

Secui MFI M| Z1t

Kio

=
10

rd
ok

U 52 WAF 2241 45 H

Sourcefire, Imperva, NitroSecurity, ModSecurity,
DenyAll, Barracuda, F5
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WAF/IPS - Sourcefire, Imperva, NitroSecurity,
ModSecurity, DenyAll, Barracuda, and
F5

M E2fZ - Jira, HP Quality Center, RSA
Archer

DevOps / SDL - Selenium,, Jenkins, Hudson,
Bamboo, Burp, Fiddler, WebScarab, Paros,
Swagger, Coverity, Checkmarx

&2

Restrict scan to Selenium recording

Selenium Recording

SHUE

Manage Selenium scripts.

Selenium record files:| t | #1 X 4 3

File Path

SOURCE; ire

Y Archer GRC

4 CHECKMARX
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B® Microsoft

“In early 2014, Microsoft’s Trustworthy computing group decided to do an extensive
evaluation of DAST solutions on the market. Due to the fact that Microsoft online
services are extremely diverse, we were looking for a solution that had a great deal
of flexibility and extensibility. We also wanted to work with a company that would be
an agile partner in ongoing engineering efforts. Based on the results of our POC, we
selected AppSpider and AppSpider Enterprise as our initial DAST provider platform.
We value Rapid7’s willingness to partner closely with us to achieve our objectives.”

-Microsoft Trustworthy Computing Group
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Top 3 Telecommunications Provider

“In 2012 the >>> Digital Technology Services Security Group conducted a POC of the
leading DAST tools in the market and selected the NTO Enterprise (AppSpider
Enterprise) platform as our DAST provider of choice. We have over >>> applications
(including many mobile applications) that we must scan on a monthly basis and
AppSpider was found to be more accurate and have the fewest false positives of
everyone we tested. We have some of the largest ecommerce sites in the world and
AppSpider was able to complete scans within our time frame, which was an issue with
several of the other DAST products. We have been very pleased with the support and
feature enhancements we have received. NTO’s support is far superior to the other
vendors we evaluated.
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HP &. IBM ) ™ nESDFT®
Why we beat ‘em

Brandon brought in a deal that encompassed 4800 IPs for Nexpose Enterprise, AppSpider Enterprise with an addition 3 ENGIMES, custom
deployment and ASV scans for 3-years. That's what we call a portfolio sell.

The Highlander started working on this deal back in September 2015, talking about AppSpider and Justin “The Sharp Shooter” Warren
smashed it out of the park with portraying the value of DAST over SAST.

The Company was familiar with our offensive approach to security and were MSPRO customers previously. The small security team
interacted with a ton of developers so the style of reporting out of AppSpider was perfect for both teams to effectively communicate

what was needed.

The Problem:
1. With Application scanning, the developers needed to realize their code was flawed and they needed to be clearly shown what

needed to be fixed. Burp wasn't taking the cake from an enterprise scanner standpoint and they liked the scanning technology,

reporting and integration with the R7 Suite.
2. With Vulnerability Scanning, they didn't like the false positive rate with Messus, the reporting was dubbed “trashy reporting” by
the security team. They also needed strong integrations and neither Nessus or upgrading to Sec Center could solve this issue.
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