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Microsoft CVE-2017-0146: Windows SME Remeote Cede Execution Vulnerability
Default or Guessable SNMP community names: public

Microsoft SQL Server Obsolete Version

Default or Guessable SNMP community names: private

SMTP credentials transmitted unencrypted

IMAP credentials transmitted unencrypted

POP credentials transmitted unencrypted

SMB signing disabled

SMBv2 signing not required

SMB signing not required

w
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Tue Mar 14 2017
Wed Jan 01 1997
Thu Jul 01 1999
Tue Feb 08 2000
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Fri Aug 23 2019

Wed Dec 04 2013
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AAS et Policy 7|5

> CIS, FDCC, USGCB, DISA & PCI, HIPAA, SOX, SCADA S2| Compliance0| LiS5t=

Policy Scand} il 2|ZEZE XS

Policies

N/A

Overall Compliance

1660 Policies 0 0 0

Scanned Policies  Policies with Increased Compliance  Policies with Decreased Compliance:

Category Source Assets Passed Asses Failed Rule Compliance Compliance Trend

ed) Builtin NA

CIS Windows XP NIST Emerprise v2.0.1.14 (deprecated) cis Builtin N/A NA N/A N/A

Buitin N/A

deprecated Builtin

Builtin

14 (depre

Builtin

Builtin

Builtin

Builtin

ws XP Le: 4 (deprecated cis Builtin

Windo

Standalone v2.0.1.14 (deprecated] Builtin
Builtin

Builtin

se 1703 Level Tw ois Builtin N/A NA NA N/A

ease 1703 Level T Builtin

Builtin
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Sef the password expiration
Estimated time: 30 minutes
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Ok

Microsoft Windows 2000 Professional, Microsoft Windows XP Professional

If the account is not used, delete or disable the account. If the account is a built-in system account such as the IUSR_ or IWAM_
accounts, enable the "User cannot change password” option to stop this vulnerability from being reported (Microsoft best practices
dictate that built-in system accounts NOT be allowed to change their own passwords). Otherwise, ensure that the password expires by
disabling the "Password never expires” option.

[ B o B < o B e B

. Right click on "My Computer”
. Select "Manage"

. Open the "Local Users and Groups™ folder
. Open the "Users" folder

. Double-click on the desired user

. Uncheck "Password never expires”
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